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1-1. 7 A FOFEEHE T A —F DRE

NIST SP800-22 Ti& 1 6 HHADELET X FAKRIT SN TEY , ThENDOT X FOFEARETL % &7
STWET, TNHDT A DI BHLEONIFINT A—ZDOREVBLELIR->TEY, ZITOREL Mt
TR LET, o, EWMOHRE YRS (IPA) CHRIRESNTZERNZIE, 72 SAHDEHT
APOPNLI = bty FERDEZLORHY EFR2l, T, ZOI=vLty MIZYTHT A MC
Ik ~—27 2T ET,

TANMI1I6fEEHY T8, DD HD Lempel-Ziv Compression & Discrete Fourier Transform
(Spectral) Test Diffiat&ix NIST THIfF L7 & TN TWD Z &2V | P-Value iIZT—Hk L2673, 7
APOFEARELREMTHL 1% Lo THEEA ([BLEADERID pd0 ) . Lo T, KEET
XINHDT A RERINL, 1 4FEREOT 2 M & > TEEMEOMEZ L 1,

HBET A b (x3=~bEvb) TARIRGA—X
Frequency (Monobit) Test -
* Frequency Test within a Block m=20000
Runs Test -
* Test for the Longest Run of Ones in a Block M=10000
Binary Matrix Rank Test -
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Diserete FourierTransform-(Speetra)-Test -
Non-overlapping Template Matching Test m=9 , B=000000001
Overlapping Template Matching Test m=9
Maurer’s “Universal Statistical” Test L=7 , Q=1280
Eempel-Ziv-CompressionTest —

* Linear Complexity Test M=500

% Serial Test m=5 , VU2
Approximate Entropy Test m=5

* Cumulative Sums (Cusum) Test Forward
Random Excursions Test X=+3,-3
Random Excursions Variant Test X=+3,-3
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0 0 0[ETVY, RPG1 0 O DELEN Z N OAEAKEEL % DT A MIEKT HFIEG DL PEIT OV THHE L
£7
A E n, 7 A MCAKT 2MFEE p. A LIEREEE x & LET, G 33T n., #FEp o
THGHIHENVE T, n BDREWE S TELBICHHE m =np | 1FHERZE o =np(1— p) OIER A
EHFTENTEET, 2T, z=(x—m)/o LEL & ZOZEE 2 IIWFHEE 7. EHERZE 1 OF
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THID &
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INTEBY, ZHFAEKERKO.27%DT A RNLloTWET, &7 A MIAEKT HMEHRIT p=0.99
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FEAZL n=1000 £RHU 0.980561=p" =0.999439

FEET A M (kizs=~asEv ) BREp FEER
Frequency (Monobit) Test 0.994 SUCCESS
* Frequency Test within a Block 0.983 SUCCESS
Runs Test 0.992 SUCCESS
* Test for the Longest Run of Ones in a Block 0.989 SUCCESS
Binary Matrix Rank Test 0.989 SUCCESS
Non-overlapping Template Matching Test 0.993 SUCCESS
Overlapping Template Matching Test 0.988 SUCCESS
Maurer’s “Universal Statistical” Test 0.991 SUCCESS
* Linear Complexity Test 0.991 SUCCESS
% Serial Test 0.989 SUCCESS
Approximate Entropy Test 0.991 SUCCESS
* Cumulative Sums (Cusum) Test 0.985 SUCCESS
Random Excursions Test 0.990 SUCCESS
Random Excursions Variant Test 0.995 SUCCESS

1-3. %7 % h® P-Value —ikM:ZE(M

SLENBEENTHNE, T AMDOT U N7y b TH D P-Value 1Z[0, 1O T—ERICHBET S Z &2

HFFSNET, 2ZTIE1000EIDOT A MTHLALZ P-Value %R 1/1 0 L7025 K571 0 XKHIC

ST ENENDOERIZONT 22 REEZITWET (RO MAICKHT 2MEEORE), ZOHBE. 2257

FOHBEZTI LRV ET, 22T, F2 i HFHOXBIZA-7- P-Value Of$k &5 &, 2 2Hat&EIT
KA THXBNET,

(F, —n/10)*

IZ: n/10

NIST CiE, AEKHEO. 0 1% CTOUWEHLE L CTEHBY . shiET 5 2 2EOFPHIL y° <33.72 <7,

- (3)

BRI y? <33.72

HET A M (xiz3=~vsEv b x*E ot SR
Frequency (Monobit) Test 5.20 SUCCESS
* Frequency Test within a Block 10.51 SUCCESS
Runs Test 2.64 SUCCESS
* Test for the Longest Run of Ones in a Block 10.33 SUCCESS
Binary Matrix Rank Test 17.84 SUCCESS
Non-overlapping Template Matching Test 5.18 SUCCESS
Overlapping Template Matching Test 9.40 SUCCESS
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Maurer’s “Universal Statistical” Test 20.53 SUCCESS
* Linear Complexity Test 13.87 SUCCESS
* Serial Test 9.978 SUCCESS

Approximate Entropy Test 14.02 SUCCESS
* Cumulative Sums (Cusum) Test 4.67 SUCCESS

Random Excursions Test 5.64 SUCCESS

Random Excursions Variant Test 6.18 SUCCESS

1-4. 7 A b &EO AR

1-2 T, 7 A MECAEBEZEFH LT, SLBORLELZHMLE L, 22 THET X F&ETO
BRSOV TEMl L £ 97, FIEER CTHa, AN n=14000 & 720 £, SLBOEVNEETHD &
TS5 p OFPHIF (1) L0,

p' =099 +3x 7J0.99 x0.01/14000 = 0.99 + 0.0025228 c e (4)
L0 ET,
FEARK n=14000 H£EHUK 0.987477=p’ =0.992523
LT 2 v 4 BRRp ot S
NIST SP800-22 0.990 SUCCESS

1-5. 7 X h2ED P-Value —#EM: LM
1-3 TiX. 7 A Ml P-Value — LA E L7, 22 TIET A &K P-Value [ZOWTED—
EMEZ TR~ ET, #HEtEIT (3) THEZAONETH, ZOBEOEARLIE n=14000 & 720 £9°,

BRI 4% <33.72
#ET R M4 7 E fER
NIST SP800-22 12.85 SUCCESS

2. DIEHARD #L#7 X b
71 U FINNEREEF GO Marsaglia £ L5 E#7 A2 hC9[4], 1 SFEHOMEHT A F TR S v
THY | SLEBEDEER THIE P-Value 23[0, 1) OFIC—FRIZHAT 5 & LTWET A, NIST 800-22 Dk
(R BRI T D T ER A, 7 A MOKLERELET — % &3 8 0Mbit T, AL CIXIIhE 1
2[EAT - TR 21TV 7
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ST A M (xiz3=<2sEv ) P-Value D%k
* The Birthday Spacings Test 10

* The Overlapping 5-Permutation Test

The Binary Rank Test for 31x31 Matrices

The Binary Rank Test for 32x32 Matrices

The Binary Rank Test for 6x8 Matrices

%k The Bitstream Test

* The Overlapping-Pairs-Sparse-Occupancy Test

NN NN
| WO |||

* The Overlapping-Quadruples-
Sparse-Occupancy Test
The DNA Test 3

* Count-The-1’s Test on a Stream of Bytes

* Count-The-1’s Test for Specific Bytes 2
The Parking Lot Test 1

The Minimum Distance Test

The 3D-Spheres Test 2

The Squeeze Test

The Overlapping Sums Test 1

The Runs Test

NN R | R === ]|=|Oo]|N|~=

The Craps Test

2-3. T A M AR
T ANDODHEEKMELZNIST LR LS 1%E LT A MEKERIZOWTEP-Value 2 AW TEHHE L £9°,
FEARBE n=2640 & 720 9, JIWIEHE L 20 2 B3R p O IZ (1) Ko,

p'z0.99i3><\/0.99><0.01/2640 =0.99 £0.0058094 « o+ (5)
L0 ET,
PEARK n=2640 E-HRIEL 0.984191 =p’ =0.995809
LT A v 4 BRER p et S
DIEHARD 0.989 SUCCESS

WIZ. 0.025=P-Value=0.975 Z &84 L LTSI OWTHEHME LT, ZOBREOEEAMEITZE % (&
R p=9 5 %) 72D T, HIWILHE L 72 5 5K p’ OFaBHIZX (1) Kb,

p'=0.95+3x 70.95%0.05/2640 = 0.95+0.0127252 -+ - (6)
Ll ET,
RS n=2640 E4RIK 0.937275=p"=0.962725
BT A M BRRp & R
DIEHARD 0.950 SUCCESS
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2-4. P-Value —HEM:EEM
o P-Value IZOWT—RMEA I~ E T, #HatEiEX (3) THEZONETH., ZTOBEOEAKIT
n=2640 L 720 £4,
Ry <33.72
LT 2 v 4 x 2 i R
DIEHARD 4.57 SUCCESS
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NIST 800-22 # ' DIEHARD 7 A h ##H[E4T\V N, ZDOEHE L P-Value D—FRPEIZDOWTT R b
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[1] NIST, Special Publication 800-22, “A STASTICAL TEST SUITE FOR RANDOM AND PSEUDO-

RANDOM NUMBER GENERATORS FOR CRYPTOGRAPHIC APPLICATIONS”, 2001.
( http://csre.nist.gov/rng/ )
(2] TPA, A i 35, B Ll SLEURRE Y — /L O A BHJE”, 2003.
( http://www.ipa.go.jp/security/fy14/crypto/pseudo_rundum/rundum_inve.pdf )
[8] & pi, WE & RO B, “NIST O 7 & AT 2 McoW T, B sl
{57 H, Vol.103, No.449, pp21-27, 2003.
[4] G. Marsaglia, “DIEHARD”. ( http:/stat.fsu.edu/~geo/diehard.html )
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